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1.
WSS: SOAP Message Security S
OAP WSS: SOAP Message Security

<wsse:Security> Security Ass
ertion Markup Language (SAML)
1.1.
WSS: SOAP Message Security SAML V1.1
SOAP SOAP
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171 1. SAML <wsse:security>

172
173 2. ( ) SOAP SAML
174 XML signature
175 1.1.1.
176
177 3. SAML
178 4. SOAP Message Security SAML
179 5. Web Services Security (WSS): SOAP Message Security SAML V1.0
180
181 2.
182
183 2.1.
184 (MUST) (MUST NO
185 T) (REQUIRED) (SHALL) (S
186 HALL NOT) (SHOULD) (SHOULD NOT)
187 (RECOMMENDED) (MAY) (OPTIONAL)
188 RFC2119
189 WS-Security SOAP Message Security
190 ( "some-URI" ) URI  RFC2396
191 URI
192 SOAP
193 SOAP SOAP 1.2 URI
194 SOAP
195
196 Internet Security Glossary
197 2.2.
198 [XML-ns] XML
199 ( )
200
Prefix =~ Namespace
S11 http://schemas.xmlsoap.org/soap/envelope/
S12 http://www.w3.0rg/2003/05/soap-envelope
ds http://www.w3.0rg/2000/09/xmldsig#
Xenc http://www.w3.0rg/2001/04/xmlenc
wsse http://docs.oasis-open.org/wss/2004/01/oasis-200401-wss-wssecurity-secext-01.xsd
wsu http://docs.oasis-open.org/wss/2004/01/o0asis-200401-wss-wssecurity-utility-1.0.xsd
saml Urn: oasis:names:tc:SAML:1.0:assertion
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samlp Urn: oasis:names:tc:SAML:1.0:protocol

201

202

203
204

205
206
207
208
209
210
211
212
213
214
215
216
217
218

219

220
221

222

223
224

225
226
227
228
229
230

231
232
233
234
235
236

Table-1 Namespace Prefixes

2.3.
WSS: SOAP Message Security
( Attesting Entity ) — ( SAML ) SAML
SOAP
—SAML <saml :SubjectConfirmation>
- ( SAML
)SAML SOAP
SAML -
— SAML
3.
SAML
3.1.
WSS: SOAP Message Security
SAML <wsse:Security>
<ds:KeylInfo> <wsse:SecurityTokenRefe
rence> ! (MAY)
<ds:KeylInfo> <ds:S
ignedinfo>
( SAML
) SAML
( ) (MUST)
holder-of-key sender-vouches
(MUST)
! <wsse:SecurityTokenReference> Usage (URI )
(MAY) WSS: SOAP Message Security
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3.2.

SAML <wsse:Security>
WSS: SOAP Message Security SOAP
<wsse:Security> SAML S
OAP

<S12:Envelope>
<S12:Header>
<wsse:Security>
<saml :Assertion

AssertionlID=""_a75adf55-01d7-40cc-929f-dbd8372ebdfc"
Issuelnstant="2003-04-17T00:46:02Z"
Issuer="www.opensaml .org”
MajorVersion="1"
MinorVersion="1"

</saml :Assertion>

</wsée;Sécurity>
</S12:Header>
<S12:Body>
</é1é:éody>
</S12:Envelope>

3.3.

WSS: SOAP Message Security <wsse:S
ecurityTokenReference>

<wsse:SecurityTokenReference>

o — <wsse:EncodedString>
( ) ( ValueType)
( EncodingType)
( <wsse:Keyldentifier>)
SAML SA

ML (MUST) Va

lueType (MUST) Table2 ws

se:Keyldentifier/@valueType (MUST) EncodingT

ype? (MUST NOT) XSi:

string (MUST)

V1.1 SAML
<saml :AuthorityBinding>
<wsse:SecurityTokenReference> (MUST) <saml:Au
thorityBinding>
<wsse:SecurityTokenReference>
(MUST) <saml :AuthorityBinding>

2 (http://www.oasis-open.org/committees/wss )Web Services Security: SOAP Message S
ecurity Version 1.0 Keyldentifier EncodingType #Base64Bi
nary E
ncodingType Base64
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293
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295

296

297
298
299
300
301
302
303
304
305
306
307
308
309
310
311
312
313
314
315
316
317
318
319
320

AuthorityKind "samlp:AssertionldReference"
(MUST) V1.1 SAML
<saml :AuthorityBinding>
<wsse:SecurityTokenReference> (MUST NOT)
) URI — URI (
<wsse:Reference>)
( <wsu: Id> )
URI ( )
V1.1 SAML
URI
o -
SAML SAML
<wsse:SecurityTokenReference> <wsse :Embedded>
(MUST)
SAML
e SAML <wsse:Security>
e SAML <wsse:Security> <ds:Sighature> <ds:Key
Info>
<saml :SubjectConfirmation>
e SAML <wsse:Security> <ds:Signature> <d
s:SignedInfo> <ds:Reference>
e SAML <xenc:ReferenceList> <xenc:DataReferenc
e> <xenc:EncryptedData>
( )
o - <wsse:Security>
o - <wsse:Security>
SOAP

<saml :AuthortyBinding>
<wsse:SecurityTokenReference> SAML SAML
[SAML Core] URI

<wsse:SecurityTokenReference> SAML
<saml :AssertionlD>

wsse:Keyldentifier/@ValueType http://docs.oasis-open.org/wss/oasis-wss-saml-token-profile-

1.0#SAMLAssertionlD

321
322

323
324

Table-2 ValueType
3.3.1. SAML

<wsse:Security>
SAML
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325 (MUST)

326 (MUST)

327 SAML <wsse:Security>

328 SAML

329 <wsse:Security>

330 <S12:Envelope>

331 <S12:Header>

332 <wsse:Security>

333 <saml :Assertion

334 AssertionlD="_a75adf55-01d7-40cc-929f-dbd8372ebdfc""

335 Issuelnstant="2003-04-17T00:46:02Z"

336 Issuer="www.opensaml .org”

337 MajorVersion=""1"

338 MinorVersion=""1"

339 ..

340 </saml:Assertion>

341 <wsse:SecurityTokenReference wsu:ld="STR1”’>

342 <wsse:Keyldentifier wsu:ld="."

343 ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-

344 token-profile-1.0#SAMLAssertionlD”>

345 _a75adf55-01d7-40cc-929f-dbd8372ebdfc

346 </wsse:Keyldentifier>

347 </wsse:SecurityTokenReference>

348 </wsse:Security>

349 </S12:Header>

350 <S12:Body>

351 ..

352 </S12:Body>

353 </S12:Envelope>

354 <wsse:Security> SAML SAML

355

356 <wsse:SecurityTokenReference> <saml :Auth

357 ortyBinding> <wsse:Security>

358

359 <wsse:SecurityTokenReference wsu:ld="STR1”>

360 <saml : AuthorityBinding>

361 Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding”

362 Location="http://www.opensaml .org/SAML-Authority”

363 AuthorityKind= “samlp:AssertionldReference”

364 </saml :AuthorityBinding>

365 <wsse:Keyldentifier

366 wsu:ld=".."

367 ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-

368 profile-1.0#SAMLAssertionlID”’>

369 _a75adf55-01d7-40cc-929f-dbd8372ebdfc

370 </wsse:Keyldentifier>

371 </wsse:SecurityTokenReference>

372 3.3.2. KeylInfo SAML

373 holder-of-key <wsse:Security>

374 <ds:Singnature> <ds:Keylnfo> SAML

375 (MUST)

376 <ds:Keylnfo>

377

378 <ds:Keylnfo>
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389
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394
395
396
397
398
399
400
401
402
403
404

405
406
407
408
409
410

411

412
413
414
415
416
417
418

419
420
421
422
423
424

<wsse:SecurityTokenReference wsu: 1d=""STR1”>>
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.0#SAMLAssertionlD”’>
_a75adf55-01d7-40cc-929f-dbd8372ebdfc
</wsse:Keldentifier>
</wsse:SecurityTokenReference>
</ds:Keylnfo>

SAML

<saml : AuthortyBinding> <wsse:SecurityTokenReference>

<ds:KeylInfo>
<wsse:SecurityTokenReference wsu: 1d=""STR1”>
<saml :AuthorityBinding>
Binding=""urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding”
Location=""http://www.opensaml .org/SAML-Authority”
AuthorityKind= “samlp:AssertionldReference”
</saml :AuthorityBinding>
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.0#SAMLAssertionlD”>
_a75adf55-01d7-40cc-929f-dbd8372ebdfc
</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
</ds:Keylnfo>

<ds:KeylInfo> <xenc:EncryptedData> <xenc:EncryptedKey>
<ds:Keylnfo>
« ) (MUST)
<saml :SubjectConfirmation>
<xenc:EncryptedData> <xenc:EncryptedKey> <saml :SubjectConfirma
tion>® <ds:KeylInfo> SAML
3.3.3. SignedIinfo SAML
<wsse:Security>
<ds:Signature> <ds:Signednfo> <ds:Reference>
<wsse:SecurityTokenReference> SAML
(MUST)
<wsse:Security
TokenReference>
WSS: SOAP Message Security <wsse:SecurityTokenReference>
STR Der
eference STR Dereference <wss
e:SecurityTokenReference> SAML
(MUST) STR Dereference
(SHOULD NOT)
3 <saml :SubjectConfirmation> <ds:KeylInfo> SAML
holder-of-key statements M
UST) statement
(MAY)
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425
426
427

428
429
430
431
432
433
434
435
436
437
438
439
440
441
442
443
444
445
446
447
448
449
450
451
452
453
454
455
456
457
458
459
460
461

462
463
464
465
466

467
468

469
470
471
472
473
474

475
476
477
478

SAML ( ) STR
Dereference

<wsse:SecurityTokenReference wsu: ld=""STR1”>
<saml :AuthorityBinding>
Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-binding”
Location="http://www.opensaml .org/SAML-Authority”
AuthorityKind= “samlp:AssertionldReference”
</saml :AuthorityBinding>
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-token-
profile-1.0#SAMLAssertionlD”’>
_ar75adf55-01d7-40cc-929F-dbd8372ebdfc
</wsse:Keyldentifier>
</wsse:SecurityTokenReference>

<ds:SignedInfo>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal" />
<ds:Reference URI="#STR1'>
<Transforms>
<ds:Transform
Algorithm="http://docs.oasis-open.org/wss/2004/01/0asis-200401-
wss-soap-message-security-1.0#STR-Transform” />
<wsse:TransformationParameters>
<ds:CanonicalizationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
</wsse:TransformationParameters>
</ds:Transform>
</Transforms>
<ds:DigestMethod
Algorithm= "http://www.w3.0rg/2000/09/xmldsig#shal’/>
<ds:DigestValue>.._</ds:DigestValue>
</ds:Reference>
</ds:SignedInfo>

<ds:Reference> URI  wsu:ld <wsse:SecurityTokenRefere
nce> STR Dereference (
) <ds:Ca
nonical izationMethod> <wsse:TransformationParameters>
(MUST)
3.3.4. SAML

<xenc:ReferencedL
ist> <xenc:DataReference> Id <xenc:EncryptedDat
a> SAML
(MUST) <xenc:ReferencedList> Security
<xenc:EncryptedKey>
<xenc:ReferencedList>

STR Dereference <ds:Signednfo>
<ds:Reference> (MAY)
<xenc:DataReference> <wsse:SecurityTokenReference>
<xenc:EncryptedData> (
oasis-wss—saml-token-profile-1.0 01 Dec 2004
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479 ) <wsse:SecurityTokenReference> <xenc:DataR
480 eference>

481
482 <xenc:EncryptedData Id="EncryptedSTR1”’>
483 <ds:keylnfo>
484 - -
485 </ds:KeylInfo>
486 <xenc:CipherData>
487 <xenc:CipherValue>. . .</xenc:CipherValue>
488 </xenc:CipherData>
489 /xenc:EncryptedData>
490 <xenc:ReferenceList>
491 <xenc:DataReference URI="#EncryptedSTR1"/>
492 </xenc:ReferenceList>
493 3.4. SAML
494  WSS: SOAP Message Security  SAML
495 holder-of-key  sender-vouches
496 XML Signature
497 (RECOMMENDED)
498 SOAP (RECOMMENDED)
499  SAML
500 <saml :Condition> SAML [SAMLCore]
501 (MUST)
502
(RECOMMENDED)
urn:oasis:names:tc:SAML:1.0:cm:holder-o keylnfo
f-key SAML
<saml :Confirmation
Method> XM
L Signature
urn:oasis:names:tc:SAML:1.0:cm:sender-v | ( )
ouches
(MUST)
(
)
(MUST)
503
504
505
506
507 ( 3.1)
oasis-wss—saml-token-profile-1.0 01 Dec 2004
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508

509
510

511

512
513
514
515
516
517
518
519

520
521

522
523

524
525
526
527
528
529
530

531
532
533

534
535
536
537

538
539
540
541
542
543
544
545
546

3.4.1. Holder-of-key

SOAP SOAP SAML
holder-of-key

3.4.1.1
holder-of-key <saml :SubjectConfirmation> SAML
holder-of-key
holder-of-key <saml:
SubjectConfirmation> (MUST)
<saml :SubjectConfirmation>
<saml :ConfirmationMethod>
urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
</saml :ConfirmationMethod>
<ds:KeylInfo>..</ds:Keylnfo>
</saml :SubjectConfirmation>
<saml :SubjectConfirmation>
4 <ds:Keylnfo> (MUST)
(MUST)
<wsse:Security> <ds:Signhatur
e> (MAY) <ds:Signhatu
re> WSS: SOAP Message Security (canonicalizat
ion) (token pre-pending rule M
USsT)
holder-of-key <saml :SubjectConfirmation> SAML
<ds:Keylnfo> <d
s:Signature> (SHOULD)
SAML <ds:Signhature>
<wsse:Security>
<ds:Signature> (MUS
m
3.4.1.2
SAML
<saml :SubjectConfirmation> <ds:KeylInfo>
holder-of-key
<saml :SubjectConfirmation>
(MUST NOT)
SAML (MAY)
4[SAML Core] Keylnfo
( )
( )
OASIS Securit
y Services Technical Committee SubjectConfirmation  Keylnfo
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547
548

549
550

551
552
553
554
555
556
557
558
559
560
561
562
563
564
565
566
567
568
569
570
571
572
573
574
575
576
577
578
579
580
581
582
583
584
585
586
587
588
589
590
591
592
593
594
595
596
597
598
599
600
601
602
603
604
605
606

(MAY)
3.4.1.3

SOAP <wsse:Security> SAML
holder-of-key

<?xml:version="1.0" encoding=""UTF-8"?>

<S12:Envelope>
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlns:xsd=""http://www.w3.0rg/2001/XMLSchema’">
<S12:Header>

<wsse:Security>
<saml :Assertion
AssertionlD=""_a75adf55-01d7-40cc-929f-dbd8372ebdfc"
Issuelnstant="2003-04-17T00:46:02Z"
Issuer="www.opensaml .org”
MajorVersion=""1"
xmIns=""urn:oasis:names:tc:SAML:1.0:assertion">
<saml :Condi tions>
NotBefore="2002-06-19T16:53:33.173Z2"
NotOnOrAfter="2002-06-19T17:08:33.1732"/>
<saml :AttributeStatement>
<saml:Subject>
<saml :Nameldentifier
NameQual i fier="www.example.com"
uid=joe,ou=people,ou=saml-demo,o=baltimore.com
</saml :Nameldentifier>
<saml :SubjectConfirmation>
<saml :ConfirmationMethod>
urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
</saml :ConfirmationMethod>
<ds:KeylInfo>
<ds:KeyValue>.</ds:KeyValue>
</ds:Keylnfo>
</saml :SubjectConfirmation>
</saml:Subject>
<saml :Attribute
AttributeName="MemberLevel""
AttributeNamespace="http://www.oasis.open.
org/Catalyst2002/attributes'>
<saml :AttributeValue>gold</saml :AttributeValue>
</saml :Attribute>
<saml :Attribute
AttributeName="E-mail"
AttributeNamespace="http://www.oasis.open.
org/Catalyst2002/attributes'>
<saml :AttributeValue>joe@yahoo.com</saml :AttributeValue>
</saml :Attribute>
</saml :AttributeStatement>
<ds:Signature>.</ds:Signature>
</saml :Assertion>

<ds:Signature>
<ds:SignedInfo>
<ds:Canonical izationMethod
Algorithm="http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>
<ds:SignatureMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal' />
<ds:Reference
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URI="#MsgBody"">
<ds:DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal" />
<ds:DigestValue>GyGsFOPi4xPU. . .</ds:DigestValue>
</ds:Reference>
</ds:Signedlnfo>
<ds:SignatureValue>HJIWbvgW9E84vJIVQk..</ds:SignatureValue>
<ds:KeylInfo>
<wsse:SecurityTokenReference wsu: 1d=""STR1”>
<wsse:Keyldentifier wsu:ld="."
ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml -
token-profile-1.0#SAMLAssertionlD”>
_a75adf55-01d7-40cc-929f-dbd8372ebdfc
</wsse:Keyldentifier>
</wsse:SecurityTokenReference>
</ds:Keylnfo>
</ds:Signature>
</wsse:Security>
</S12:Header>

<S12:Body wsu: ld="MsgBody"'>
<ReportRequest>
<TickerSymbol>SUNW</TickerSymbol>
</ReportRequest>
</S12:Body>
</S12:Envelope>

3.4.2. Sender-vouches
SOAP WSS: SOAP Message Security  SAML
SOAP SAML sender-vou
ches
3.4.2.1
sender-vouches <saml : SubjectConfirmation> SAML

sender-vouches
sender-vouches
<saml :SubjectConfirmation> (MUST)

<saml :SubjectConfirmation>
<saml :ConfirmationMethod>
urn:oasis:names:tc:SAML:1.0:cm:sender-vouches
</saml :ConfirmationMethod>
</saml :SubjectConfirmation>

SOAP
(MUST) (
)
(MUST)
<ds:Signature> <wsse:
Security> (MAY) XML Signature
<ds:Signature> <ds:KeylInfo>
(MAY)
<ds:Signature> WSS: SOAP Message
Security
(MUST)
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3.4.2.2

SAML
SOAP
( ) sender-vouches <s
aml :ConfirmationMethod> (MUST NOT)
3.4.2.3
“STR1”
<ds:Signa
ture> sender-vouches
“STR1” “STR1” <ds:Sig
nedlnfo> <ds:reference> <ds:reference> <SecurityTok
enReference> S
TR-transform “STR1” 3.3.3
<AuthorityBinding>
<ds:Keylnfo> “STR2” SAML
“STRI”

<?xml:version="1.0" encoding=""UTF-8"?>
<S12:Envelope>
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xmlIns:xsd=""http://www.w3.0rg/2001/XMLSchema’">
<S12:Header>
<wsse:Security>

<saml :Assertion
AssertionlD=""_a75adf55-01d7-40cc-929f-dbd8372ebdfc"
Issuelnstant="2003-04-17T00:46:02Z2"
Issuer="www.opensaml .org”
MajorVersion=""1"
MinorVersion=""1"
xmIns=""urn:oasis:names:tc:SAML:1.0:assertion">
<saml :Conditions>
NotBefore="2002-06-19T16:53:33.173Z"
NotOnOrAfter="2002-06-19T17:08:33.173Z2""/>
<saml :AttributeStatement>
<saml:Subject>
<saml :Nameldentifier
NameQual i fier="www.example.com"
Format="."">
uid=proxy,ou=system,ou=saml-demo,o=baltimore.com
</saml :Nameldentifier>
<saml :SubjectConfirmation>
<saml :ConfirmationMethod>
urn:oasis:names:tc:SAML:1.0:cm:holder-of-key
</saml :ConfirmationMethod>
<ds:Keylnfo>
<ds:KeyValue>.</ds:KeyValue>
</ds:Keylnfo>
</saml :SubjectConfirmation>
</saml :Subject>
<saml :Attribute

</saml :Attribute>
</saml :AttributeStatement>
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714 </saml :Assertion>

715

716 <wsse:SecurityTokenReference wsu:ld="STR1”’>

717 <saml : AuthorityBinding>

718 saml:Binding="urn:oasis:names:tc:SAML:1.0:bindings:SOAP-

719 binding”

720 saml :Location="http://www.opensaml .org/SAML-Authority”

721 saml :AuthorityKind= “samlp:AssertionldReference”

722 </saml :AuthorityBinding>

723 <wsse:Keyldentifier wsu:ld="."

724 ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-

725 token-profile-1.0#SAMLAssertionlD”>

726 _ar75adf55-01d7-40cc-929f-dbd8372ebdbe

727 </wsse:Keyldentifier>

728 </wsse:SecurityTokenReference>

729

730 <ds:Signature>

731 <ds:SignedInfo>

732 <ds:Canonical izationMethod

733 Algorithm=""http://www.w3.0rg/2001/10/xml-exc-cl4n#"/>

734 <ds:SignatureMethod

735 Algorithm="http://www.w3.0rg/2000/09/xmldsig#rsa-shal"/>

736 <ds:Reference URI="#STR1">

737 <Transforms>

738 <ds:Transform

739 Algorithm="http://docs.oasis-open.org/wss/2004/01/o0asis-

740 200401-wss-soap-message-security-1.0#STR-Transform"/>

741 <wsse:TransformationParameters>

742 <ds:Canonical izationMethod

743 Algorithm="http://www.w3.0rg/2001/10/xml-exc-

744 clan#"/>

745 </wsse:TransformationParameters>

746 </ds:Transform>

47 </Transforms>

748 <ds:DigestMethod

749 Algorithm= "http://www.w3.0rg/2000/09/xmldsig#shal" />

750 <ds:DigestValue>. . .</ds:DigestValue>

751 </ds:Reference>

752 <ds:Reference URI="#MsgBody"'">

753 <ds:DigestMethod

754 Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal"/>

755 <ds:DigestValue>. . .</ds:DigestValue>

756 </ds:Reference>

757 </ds:SignedInfo>

758 <ds:SignatureValue>HJIWbvgW9E84vJVQk..</ds:SignatureValue>

759 <ds:Keylnfo>

760 <wsse:SecurityTokenReference wsu:ld="STR2”>

761 <wsse:Keyldentifier wsu:ld=".”"

762 ValueType="http://docs.oasis-open.org/wss/oasis-wss-saml-

763 token-profile-1.0#SAMLAssertion-1.1">

764 _ar75adf55-01d7-40cc-929f-dbd8372ebdfc

765 </wsse:Keyldentifier>

766 </wsse:SecurityTokenReference>

767 </ds:Keylnfo>

768 </ds:Signature>

769 </wsse:Security>

770 </S12:Header>

771

772 <S12:Body wsu: ld="MsgBody"*>

773 <ReportRequest>

774 <TickerSymbol>SUNW</TickerSymbol>

775 </ReportRequest>

776 </S12:Body>
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</S12:Envelope>

3.5.
WSS: SOAP Message Security
SAML SOAP
(MAY) WSS: SOAP
Message Security SAML SOAP

(SHOULD)
WSS: SOAP Message Security
(SHOULD)
WSS: SOAP Message Security

(RECOMMENDED)
Assertion Processing Error (faultString) RECOMMENDED Error(Faultcode)
SAML wsse:SecurityTokenUnavailable
<saml :Condition> wsse :UnsupportedSecurityToken

wsse:FailedCheck

wsse: InvalidSecurityToken

wsse :UnsupportedSecurityToken

SOAP 1.1
WSS: SOAP Message Security SOAP 1.1
SOAP 1.2
4 C )
SAML SOAP
SOAP
WSS: SOAP Message Security SAML SAM
L WSS: SOAP Message Security
(SHOULD)
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4.1.

age Security SAML

SOAP

(SHOULD)

(MAY)

(MAY)

UST)
4.2.
holder-of-key

SOAP

uches

4.3.

WSS: SOAP Message Security SAML

4.4.

WSS: SOAP Message Security SAML

4.5.

OMMENDED) SAML SOAP

(SHOULD)

<wsse:Security>
SAML (

( )

(RECOMMENDED)
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Appendix A:

Rev What
Date

01 19-Sep-02 Initial draft produced by extracting SAML
related content from [ XML token]

02 23-Sep-02 Merged in content from SS TC submission

03 18-Nov-02 Resolved issues raised by TC

04 09-Dec-02 Refined confirmation mechanisms, and added
signing example

05 15-Dec-02 Results of Baltimore F2F

06 21-Feb-03 Changed name to profile

07 05-May-03 Acknowledged contributors

07 05-May-03 Throughout document, Refined terminology to
distinguish attesting entity from subject and
sender, and to distinguish assertions from
statements within assertions. Also modified
sender-vouches to support traced vouching (by
allowing for the use of a confirmation key)

08 09-Jun-03 Indicated reliance on conventions of core in
“Notational Conventions”

08 09-Jun-03 In “Terminology”, added definitions of new terms
(attesting entity and confirmation method
identifier), edited definition of Subject
Confirmation, and replaced definition of sender
with subject.

08 09-Jun-03 In “Subject Confirmation of SAML Assertions”,
added requirement that an attesting entity must
protect unsigned sender-vouches confirmed
assertions.

08 25-Nov-03 Added SAM v1.1 version distinction to “Abstract”

08 25-Nov-03 Editorial changes to “Introduction”

08 25-Nov-03 Reorganized non-normative text of requirements
and goals sections

08 25-Nov-03 Removed Ildentification, Contact Information,
Description, and Updates from “Usage”.

08 25-Nov-03 Updated schema URIs and corrected namespace
prefixes in “Namespaces”

08 25-Nov-03 Updated SAML document references in
“References” to point to v1.1. specs.

08 25-Nov-03 In Error codes, changed error processing such
that it is optional and consistent with the
recommendations in core.

08 25-Nov-03 Qualified “Threat Model and Counter-measures”
as non-normative.

08 30-Nov-03 In “ldentifying and Referencing Security Tokens”,

removed keyname references and added
embedded references. Also removed editorial
comment regarding using artifacts to reference
assertions.
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Date

08 30-Nov-03 Made editorial changes to “Processing Model”,
including clarification (by footnote) of “semantic
labeling”

08 30-Nov-03 Removed “Acknowledgments” as it duplicated
preceding sections of the document

08 12-15-03 Added high level goals and non-goals

08 12-15-03 Added support for the use of (fragment) URI
references to section 3.3

08 12-15-03 Specified default encoding type for SAML and
fragment UR references to be xsi:string

08 12-15-03 Added two more contexts in which SAML
assertions may be referenced; from within
SubjectConfirmation elements and as encrypted
data.

08 12-15-03 Made it a requirement of conformant

implementations that they support the various
methods of referencing SAML assertions

08 12-15-03 Added new sections to describe SAML assertion
referenced from SubjectConfirmation and SAML
assertion referenced from Encrypted Data

reference.

09 01-27-04 Changed document identifier and location

09 01-27-04 Modified namespace table of section 2.2 to
differentiate SOAP 1.1 and SOAP 1.2

10 02-05-04 Changed all instances of wsu:id to wsu:ld

10 02-05-04 In section 3.4.2.1 beginning around line 705,

removed the distinction of the “typical case
where the assertion authority has NOT securely
bound a key...” because we no longer expect
sender-vouches to use a confirmation key.

10 3-29-04 Corrected STR transform URL to match change
in core.

10 3-29-04 Removed from section 3.3.2 mention of use of
Keylnfo with sender-vouches confirmation
method.

10 3-29-04 Modified footnote in section 3.2 regarding usage
attribute to reflect change from QNAMES to
URIs.

10 3-29-04 Corrected signature algorithm in examples.

10 3-29-04 Corrected transforms syntax of example in
section 3.3.3.

10 3-29-04 In  section 3.3.3 recommended that STR

dereference transform not be applied to
embedded token references.

10 3-29-04 Removed requirement (from section 4.5 of
Security Considerations) that assertion
references be protected from unauthorized

modification.
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10 4-02-04 Removed namespace gualification from
ValueType, URI, EncodingType, and Usage
Attributes (mostly in examples). Also removed
angle brackets.

10 4-05-04 Reworded initial paragraph of section 2.2
Namespaces such that it is not normative, and
affords more flexibility in the form of the

examples.
10 4-05-04 Removed namespace declarations from examples.
10 4-05-04 Corrected misspelling of “Authorty” in examples.
10 4-05-04 Modified processing rule for sender-vouches in
Table of section 3.4 (to allow sender to vouch for
itself).
10 4-05-04 Editing changes to the error codes section. In

particular, replaced the word “generated” with
“returned”, and rewrote the description of the
mapping to 1.2 constructs.

10 4-05-04 Removed unused SAMLreqs and SAMLSecure
from the references section.

10 4-06-04 Added footnote to explain optional support for
SAML V1.0 assertions.

10 4-06-04 Removed section 3.3.4 “SAML Assertion

referenced from SubjectConfirmation”, as SAML
is evolving in a manner that will make it unlikely
that authorities will need to produce such
assertions. Moved the description of SAML
Assertions references occurring within Keylnfo of
SubjectConfirmation to section 3.3.2 “SAML
assertion referenced from Keylnfo”

10 4-06-04 From Section 3.3 “ldentifying and referencing
Security Tokens”, removed referencing a SAML
assertion from Keylnfo of SubjectConfirmation
from the five contexts in which SAML assertions
may be referenced.

10 4-06-04 Moved description of SAML Assertion references
occurring within Keylnfo of SubjectConfirmation
to section 3.3.2.

10 4-06-04 Added footnote to description of holder-of-key
semantics in section 3.4.1.1 to describe
interpretation of “held by the subject” phrase
appearing in definition in [SAML Core].

10 4-06-04 Updated contributors list

11 5-21-04 Moved “http://...documents.php” URL from “Location”

to “Document Repository (temporary):” which will be
removed when document is available from “Location”.

11 5-21-04 In section “1.1.1 Non-Goals”, added new bullet to

indicate that describing support for V1.0 assertions is
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outside the scope of the profile.

11 5-21-04 Changed SAMLAssertion-1.0
wsse:Reference/@ValueType to SAMLAssertion-
1.1 in examples (lines 366, 611, and 752)

11 5-21-04 Updated document, specification, and schema
URL's to accommodate change to OASIS
document URLs (i.e. www.docs.oasis-open.org
changed to docs.oasis-open.org)

11 5-21-04 Removed SAMLAssertion-1.0
wsse:Reference/@ValueType from “Table-2
ValueType Attribute Values.” Also removed
footnote on table title.

11 5-21-04 Editorial correction made to the attributes of the
Nameldentifier element in the examples (see
lines 564 and 684).

11 5-21-04 In section 3.4, “Subject Confirmation of SAML
Assertions” (line 485), changed the reference to
be to [SAMLCore] for the definition of the
validation and processing rules that apply to
SAML assertions. Also (as the resolution to issue
275), extended the stated reliance (on
[SAMLCore]) with “including the validation of
assertion signatures, and the processing of
<saml :Condi tion> elements within Assertions”

12 6-25-04 In section 3.4.2.3, clarified the description of the
sender-vouches example.
13 6-30-04 Modified section 3.3 to describe the use of

Keyldentifiers as apposed to Direct references to
reference SAML assertions.

13 6-30-04 In section 3.3 and 3.3.4 clarified the use of STRs
from <xenc:DataReference>
13 6-3--04 Removed wsse:Reference/@ValueType from Table

2 of section 3.3, as the change to Keyldentifiers
rendered the ValueType unnecessary.

13 6-30-04 Changed the examples in sections 3.3.1, 3.3.2,
3.3.4, 3.4.1.3, and 3.4.2.3 to reflect the change
from Direct references to Keyldentifiers.

14 7-12-04 Corrected Keyldentifier syntax of examples at
lines 338, 376, 627, and 780.
15 7-19-04 Added clarification to sections 3.3.1, 3.3.2, and

3.3.4 to address issue 295b; that the profile
include provision for the wuse of “Bearer”
confirmed assertions.

CD 02 9-08-04 Renamed as committee draft, added reference to
errata, updated contributor lists, modified status
to CD, and added footnote to description of
Keyldentifier to direct reader to clarification in

errata.
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CD 03 9-21-04 Removed version qualification (i.e. “Version 2 of )
from the reference to the Errata occurring in the
footnote (of section 3.3).

CD o4 10-21-04 Updated OASIS logo (bitmap). Changed Appendix
B Copyright to 2004.

OASIS 12-01-04 Updated document title, identifier, location, and

Standard status to reflect new status.
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OASIS takes no position regarding the validity or scope of any intellectual property or
other rights that might be claimed to pertain to the implementation or use of the
technology described in this document or the extent to which any license under such
rights might or might not be available; neither does it represent that it has made any
effort to identify any such rights. Information on OASIS's procedures with respect to
rights in OASIS specifications can be found at the OASIS website. Copies of claims of
rights made available for publication and any assurances of licenses to be made
available, or the result of an attempt made to obtain a general license or permission for
the use of such proprietary rights by implementors or users of this specification, can be
obtained from the OASIS Executive Director.

OASIS invites any interested party to bring to its attention any copyrights, patents or
patent applications, or other proprietary rights which may cover technology that ma
y be required to implement this specification. Please address the information to the
OASIS Executive Director.
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