2 Consortium

MOF2008
2008 9
XML
PRSPPI 3
O 3
1 2 e e e e e 4
2. XML s 5
2 5
2.2. XML e e eea e 5
2.3. XML e e 6
2.4, SOAP WS-Security ..o aeeeaaaaa 6
2.5. T | 7
. XML 9
1 9
3220 i 13
3.3. XML e 17
4, PP 19
e 19
4.2. (HSM) . 20
4.3. XML e 20
mof2008-securiry-080905.doc -10 080905 Page-1/20

Copyright (c) XML 2008 All rights reserved.  http://www.xmlconsortium.org/




MOF2008
Consortium

Copyright (c) XML 2008 All rights reserved.

mof2008-securiry-080905.doc -10 080905 Page-2/20
Copyright (c) XML 2008 All rights reserved.  http://www.xmlconsortium.org/




MOF2008

Consortium
1.
XML 2007
SCF2007 [1] MOF2008 (Manufactureing
Open Forum 2008)
o
o
® ( )
o ( )
® ( )
MOF2008
<t BOM| LK e
o) s gt
=]
Hla- 5
77 A
HEEE =
s-remere | | wmre el geoTe |
| oxALTH || e | mT |
1 MOF2008
1.1.
2007
APSOM
mof2008-securiry-080905.doc -10 080905 Page-3/20
Copyright (c) XML 2008 All rights reserved.  http://www.xmlconsortium.org/




MOF2008
Consortium

A=Y MNEHE(12 o
Tl —;‘;‘m - AE | IR
EEPG | A [IE
do
HEF—4(2) | | |
TEEERE(14) 1 |(D
{EEEEFA(D) i ! 1
EE%E weEE |
= e |
==hs gl |
o f’F%%V' fE% \u SHER(1) =
(1 Mt 1545 (3 BT (4 i |
rﬁéﬁ (10) Do
B : A T PG i i
- FERHET(5) b
EiTas | b R ok 1828 4 |
e OPC-UA ! [ _HitRimp |
| y 1 y ! |
IDCS/ISCADA| |DCSISCADA] |IDCSISCADA| ||RFIDS 1%
2 APSOM
1.2.
o -
mof2008-securiry-080905.doc -10 080905 Page-4/20

Copyright (c) XML 2008 All rights reserved.  http://www.xmlconsortium.org/




worz008 PXNIL
Consortium
2. XML
2.1.
XML XML
3 wacC
( http://www.w3.org/ ) OASIS (http://www.oasis-open.org/ )
XML
XML
XML XML WS-Security XAdES
SAML 1.1 Q
A %083!-30:9-02 s
wa © - OASIS: AW XACML10S>
2005-06-28 20050315~ B 0030018
.\l XACML20
OASIS:
2005-02-01

a>

WS-Security 1.0
OASIS:
2004-03-01

= WS-Security 1.1 <
OAI?SSISS 1.0= OASIS: B
: 2006-02-01 .
X XML Encryption
2007-04-11__JY XML-Signature = W3C:
- A —{W3C: RFC3275
2002-|02\-12 < Decryption Transform
xp\i}g C,:_”ter 50 Exclusi\\;ss)él\:/IL C14n 1.0 1910
2002-11-08 _—2002-07-18
anonical XML 1.0 XAdES
W3C: RFC3076 | |W3C:Note ETSI JIS, @
-03- 2003-02-20
3 XML
2.2. XML
XML XML Encryption Syntax and Processing W3C XML Encryption WG
2002 W3C [2]
XML
XML
XML
XML XML
XML
mof2008-securiry-080905.doc -10 080905 Page-5/20

Copyright (c) XML

2008 All rights reserved.

http://www.xmlconsortium.org/



http://www.w3.org/
http://www.oasis-open.org/

w2008 PXNIL
Consortium
® XML
XML
[ ) XML
1 XML
2.3. XML
XML XML Signature Syntax and Processing W3C IETF
XML Signature WG XML 2002
wW3cC RFC3275 2008 XML (Second Edition)
wa3C [3]
XML
XML
XML
XML XML
XML
® XML
XML
[ ) XML
XML 1 XML
2.4. SOAP WS-Security
XML SOAP Simple Object Access
Protocol SOAP XML
SOAP WS-Security Web Services Security SOAP
WS-Security OASIS WSSTC Web
Services Security Technical Committee v1.0 2004 vl.l
2006 OASIS [4]
WS-Security SOAP 3
® XML SOAP
mof2008-securiry-080905.doc -10 080905 Page-6/20

Copyright (c) XML

2008 All rights reserved.  http://www.xmlconsortium.org/




MOF2008
Consortium

® XML SOAP
® SOAP
2.5. XAdES
XML 2.3
XAdES XML
ETSI  wwwe.etsi.org V132 2006 3
2.5.1.
XML
< >
< >
2.5.2.
25.3. XML
mof2008-securiry-080905.doc -10 080905 Page-7/20

Copyright (c) XML 2008 All rights reserved.  http://www.xmlconsortium.org/



http://www.etsi.org/

MOF2008 L
Consortium

( XML w3cC A
XML
XAdES ETSI TS 101 903
XML
JIS JIS X'5093:2008 XAdES
XAdES
N J
4
- XML
- XAdES XAdES-T
- XAdES XAdES-A
2.5.4.
PKI
- PKI XML
/
mof2008-securiry-080905.doc -10 080905 Page-8/20

Copyright (c) XML 2008 All rights reserved.  http://www.xmlconsortium.org/




MOF2008
3. XML
3.1.
2 XML XML
XML Security XML XML

3.1.1. Apache XML Security

2 Consortium

Apache XML Security Apache Software Foundation ~ Apache XML
Apache XML Security

XML XML

Apache

Web (http://xml.apache.org/security/) Java C++
Java
Apache XML Security
o -2 XML XML
Apache XML Security XML XML
) — Apache XML Security
® XML — Apache XML Security DOM Document Object Model
XML
DOM XML
J2SE J2SE
3.1.3 Apache XML Security XML XML
XML XML Java API

JSR 106 XML Digital Encryption APIs

JSR 105 XML Digital Signature

APIs JSR105
Java SE 6 JSR106
Java API Apache XML Security
API
3.1.2.
Apache XML Security APSOM

mof2008-securiry-080905.doc -10 080905
Copyright (c) XML 2008 All rights reserved.

http://www.xmlconsortium.org/

Page-9/20



MOF2008
Consortium

Apache XML Security

S

\/

Apache Apache
XML Security » XML Security

J2SE J2SE

XML XML

5 Apache XML Security

3.1.3. XML
Apache XML Security XML 1

// AES

KeyGenerator keyGenerator = KeyGenerator.getlnstance("'AES™);
keyGenerator.init(128);

Key symmetricKey = keyGenerator.generateKey();

// DES

keyGenerator = KeyGenerator.getlnstance(''DESede™);

SecretKey kek = keyGenerator.generateKey();

String algorithmURI = XMLCipher.TRIPLEDES_KeyWrap;

© 0 N o 0o ~A W N P

XMLCipher keyCipher = XMLCipher.getlnstance(algorithmUrl);

=
o

keyCipher.init(XMLCipher .WRAP_MODE, kek);
//

R
N R

EncryptedKey encryptedKey =
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13 keyCipher.encryptKey(document, symmetricKey);

14 //

15 XMLCipher xmICipher = XMLCipher.getlnstance(algorithmURI);
16 xmICipher._init(XMLCipher_ENCRYPT_MODE, symmetricKey);

17 // <KeyInfo>

18 EncryptedData encryptedData = xmlCipher.getEncryptedData();
19 KeylInfo keylnfo = new Keylnfo(document);

20 keyInfo.add(encryptedKey) ;

21 encryptedData.setKeylInfo(keylnfo);

22 //
23 Element enElement =
24 (Element) document.getElementsByTagName (™ "Y).item(int );
25 // Encrypte Data
26 xmICipher._doFinal (document, enElement, true);
1 Apache XML Security XML
ocument XML DOM
org.w3c.dom.Document
2 4 AES 6 10
DES 12 16
18 21 <KeylInfo>
23 24
26 Encrypte Data ocument
XML doFinal
1 ocument kek
3.1.4. XML
Apache XML Security XML 2
Enveloped XML

1 // Signature
2 XMLSignature sig = new XMLSignature(doc, null,
3 XMLSignature.ALGO_ID_SIGNATURE_DSA);
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transforms.addTransform(Transforms. TRANSFORM_ENVELOPED_SIGNATURE) ;

transforms.addTransform(Transforms. TRANSFORM_C14N_WITH_COMMENTS) ;

MOF2008
4 doc.getDocumentElement.appendChild(sig-getElement());
5 // Transforms
6 Transforms transforms = new Transforms(doc);
7
8
9 // Reference
10 sig.addDocument(**""*, transforms,
11 XMLSignature.ALGO_ID_SIGNATURE_RSA_SHA1);
12 // Keylnfo
13 sig.addKeylnfo(cert);
14 //
15 sig.sign(privateKey);

2 Apache XML Security XML
doc XML DOM
org.w3c.dom.Document

privateKey java.security.PrivateKey

cert X.509 java.security.cert.X509Certificate
2 3 Signature 6 XML

13
Signature 15
XML
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Web

<login>

<UserID>user id<UserID>

<authModel />
<password>password<password>
<pkAuthentication>public key<pkAuthentication>

</login>

XML

<xmlEncrypt>

<Document 1D="12345" RefURI="uri">
<EscapedXML>escaped XML</EscapedXML>
<InlineXML>Some XML</InlineXML>
<Base64XML>base64 encoded xml </Base64XML>
<Base64Data>base64 data</Base64Data>
</Document>

<Keylnfo />

<AuthToken />

</ xmIEncrypt>

XML

<xmlDecrypt>

<Document>

<InlineXML>

<EncryptedData Type="http://www.w3.0rg/2001/04/xmlenc#Element">
<EncryptionMethod
Algorithm="http://www.w3.0rg/2001/04/xmlenc#tripledescbc"/>
<Keylnfo />

<CipherData>

<CipherValue>base 64 value</CipherValue>

</CipherData>

</EncryptedData>

</InlineXML>

</Document>

<AuthToken />

</xmIDecrypt>

XML

<xmlSign Profile="urn:oasis:names:tc:dss:1.0:profile:dss_interop"
RequestID="id">

<Optionallnputs>

<KeySelector>

<Keylnfo />

</KeySelector>

<IncludeObject WhichDocument="12345" ObjectID="54321"/>
</Optionallnputs>

<InputDocuments>

<Document 1D="12345" RefURI="uri">
<EscapedXML>escaped XML</EscapedXML>
<InlineXML>Some XML</InlineXML>
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<Base64XML>base64 encoded xml </Base64XML>
<Base64Data>base64 data</Base64Data>
</Document>

</InputDocuments>

<AuthToken />

</xmlSign>

XML

<xmlVerify Profile="urn;oasis:names:tc:dss:1.0:profile:dss_interop"
RequestID="2">

<Optionallnputs>

<KeySelector>

<Keylnfo />

</KeySelector>

</Optionallnputs>

<SignatureObject>

<Signature>

<Signedinfo>

<CanonicalizationMethod Algorithm="algorithm uri"/>
<SignatureMethod Algorithm="algorithm uri "/>
<Reference URI="#54321">

<Transforms>

<Transform Algorithm="algorithm uri"/>
</Transforms>

<DigestMethod Algorithm="algorithm uri “/>
<DigestValue>Base 64 Digest Value</DigestValue>
</Reference>

</Signedinfo>

<SignatureValue>Base 64 Signature</SignatureValue>
<Object 1d="54321">document</Object>
</Signature>

</SignatureObject>

<AuthToken />

</ xmlVerify>
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XML
XML XAdES XAdES
OpenXAdES
JIS JIS X
5093:2008 XML (XAdES)
Le-XAdES Library XAdES
3.3.1. Le-XAdES Library
Le-XAdES Library XML
XAdES
Web http://www.langedge.jp/pub/LeXAdES/
NET Java
3.3.2. XAdES
) Classl Digital ID
http://www.verisign.co.jp/welcome/try_verisign.html#classl 60
) AMANO Time Stamp Service
Type-Free-A http://www.e-timing.ne.jp/open_server/timestamp.html

http://www.dekyo.or.jp/tb/list/index.html AMANO PFU
3.3.3. XAdES
Le-XAdES Library XAdES 1
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Enveloping XML

1 // Le-XAdES Library

2 le::1LeXAdES™ xades = le::makeLeXAdES();

3 // Enveloping( )} XML

4 int rc = xades->addEnvelopingXml(xmIString);

5 //

6 CAPICOM: :Certificate” cert = le::certSelect(" ");

7 /7/ (XAdES-BES)

8 rc = xades->sign(cert, true, SIGN_NO_SIGNTIME);

9 //

10 ArrayList® id = gcnew ArrayList();

11 array<Byte>" hashl = xades->getEsTHash(le::HASH_SHA512, id);
12 std: :vector<byte> tstl = le::getTsp3161(le::getVector(hashl),
13 "http://free-tsu.e-timing.ne.jp/TSS/HttpTspServer'™);

14 /7/ (XAdES-T)

15 rc = xades->addEsT(le::getArray(tstl), static_cast<String”>(id[0]));
16 // (XAdES-X-Long)

17 rc = xades->addEsXL(nullptr, nullptr, nullptr);

18 //

19 ArrayList” ids = gcnew ArrayList();
20 array<Byte>" hash2 = xades->getEsAHash(
21 le: :HASH_SHA512, ids, nullptr, -1);
22 std: :vector<byte> tst2 = le::getTsp3161(le::getVector(hash2),
23 "http://free-tsu.e-timing.ne.jp/TSS/HttpTspServer');
24 /7/ (XAdES-A)
25 rc = xades->addEsA(le::getArray(tst2), ids, nullptr);
26 // XAdES
27 String” xadesString = xades->getXml();

3 Le-XAdES Library XAdES
XML xmlString
xadesString XML
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